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Introduction to Bortstein

» Bortstein Legal Group specializes in advising financial services firms on tech,
privacy and data — our clients include leading banks, brokers, insurers,
investment banks and private equity.

» We have multi-lingual capabilities (including French, German, Italian,
Spanish and Norwegian) and are based in London and New York




Introduction to Bortstein

» We have dealt with numerous market data vendors, including LSEG,
Bloomberg, MSCI, S&P, SIX, Moody’s, Fitch, Sustainalytics, Solactive,
PitchBook, FactSet, RIMES ... and many more

» We also deal regularly with large cloud providers (including AWS, Microsoft)
and other tech vendors (including Al, data centre providers, telcos)
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Operational Resilience =37 4 -

» Background of operational failures by banks (e.g. LSEG outage, ATMs not
working, bank systems failures)

» European political background means that hybrid warfare could lead to
attacks on financial infrastructure

» Regulators are prioritising resilience, expecting robust cybersecurity
measures, including penetration testing, employee training and
implementing advanced threat detection and response systems




' UniSuper

Contact us About us Employers Login

Super v Retirement v Investments v Financial advice v Insurance v Tools and learning v

A joint statement from UniSuper CEO Peter Chun,

and Google Cloud CEO, Thomas Kurian

Please note:
On 25 May 2024 Google Cloud released additional technical information which further builds upon and clarifies the below statement.
It can be found here: Details of Google Cloud GCVE incident | Google Cloud Blog,

8 May 2024
UniSuper and Google Cloud understand the disruption to services experienced by members has been extremely
frustrating and disappointing. We extend our sincere apologies to all members.

While suppoerting UniSuper to bring its systems back online, Google Cloud has been conducting a root cause analysis.

Google Cloud CEOQ, Thomas Kurian has confirmed that the disruption arose from an unprecedented sequence of events whereby an inadvertent misconfiguration during
provisioning of UniSuper’s Private Cloud services ultimately resulted in the deletion of UniSuper’s Private Cloud subscription.

This is an isolated, ‘one-of-a-kind occurrence’ that has never before occurred with any of Google Cloud’s clients globally. This should not have happened. Google Cloud has
identified the events that led to this disruption and taken measures to ensure this does not happen again.

Why did the outage last so long?

Hni€uimnr had desnlicatinn in fun anamranhine e o nratactinn amainet aitamnc and lnce U hn tha Anlatinn af Hni€umar’s Driuntn Clovd coherrinbinn acrnd i
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25 liveservice.lseg.com

Other LSEG group sites v  English v Sign in/ Register v

W L S E G System status Contact us Weekend Actlvity Monitor

LSEG live system status

Current system status

London Stock Exchange TRADEcho Turquoise

© Al systems running normally () All systems running normally () Al systems running normally

Cookie settings Privacy and cookie policy Data Protection requirements Terms & Conditions

© 2024 London Stock Exchange Group pic. All rights reserved
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Operational Resilience

» Even if DORA is out of scope for your institution, cybersecurity is key
concern

» Market data vendors key to stability of financial markets

» Bloomberg outage caused significant problems

» Misleading / inaccurate data can affect trading, e.g. “flash crash” risk




TECHNOLOGY

ION suffers cyber attack on derivatives
platform

The trading technology provider was compromised yesterday by a cyber attack t
impacted its overnight processing, with some clients quarantining all communica
from the firm.

S w . x

&« C # havercom
On Tuesday Dec 15 at 6.30am ET Haver Analytics’ New York Servers and subsequently global servers came under attack. Out of an abundance of caution we are not currently updating data until a thorough secunity review is complete
We aze able 10 perfoem select prionity updates 1o DLX Dizect. Both DLX Direct and HaverView are independent of iternal systems used for data updates and continue 10 function

Please reach out 1o data@haver com or 1.212.986.9300 if vou would like to be set up with DLX Durect

Server room crash takes down
Bloomberg terminals

v fallure was due to attackers or Coke

Bloomberg denies length

Aprl 20, 2015 By: Peter Judge D Comment

BN Archived Content

The following content is from an older version of this website, and may not display
correctly.

Financial information firm Bloomberg suffered a two-and-a-half hour systems outage on Friday 17
April, cutting off hundreds of thousands of users of the firm’s Bloomberg terminals.

The system was caused by “a combination of hardware and software failures”, said a brief company
statement. Bloomberg spokespeople ruled out a deliberate attack, and specifically denied a rumout
that the failure had been caused by someone spilling a drink in a server room

Restarting the software

The fault started around 8.30am London time,
and left around 300,000 traders round the
d unable to access the Bloomberg teminals

vhich feed them with information

The loss of the world's leading trading and data
platform meant around 200 million fewer shares
were sold on the London stock exchange, and
the UK government’s Debt Management Office

[ Dlmmmnbnmen it mmnmel ol fm e bimmim e sl -




Operational Resilience

The FCA's policy statement PS 21/3 Building Operations Resilience states:

as soon as possible after 31 March 2022, and by no later than 31 March 2025,
firms must have performed mapping and testing so that they are able to
remain within impact tolerances for each important business service. Firms
must also have made the necessary investments to enable them to operate
consistently within their impact tolerances.

FCA discourages a tick-box approach



https://www.fca.org.uk/publications/policy-statements/ps21-3-building-operational-resilience

Operational Resilience

Recent FCA Guidance from 28 May 2024 does not apply to all regulated firms (applying to banks
and PRA-designated investment firms, insurers, RIEs and enhanced scope SMCR payment
services and e-money providers) but emphasizes need to:

» identify important business services and impact tolerances, evidenced by self-
assessments

» identify vulnerabilities

» develop and keep up to date testing plans

» consider broad range of factors from the FCA Handbook
» scenario testing

» have a mature and sophisticated approach by 31 March 2025


https://www.fca.org.uk/firms/operational-resilience/insights-observations
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Operational Resilience 7 -

» Cloud presents agility, scalability and disaster recovery, but potentially
industry-wide single point of failure (see Google Cloud incident with
Unisuper) with 3@ and nth party dependencies

» Al and machine learning: might assist resilience efforts by anticipating
disruptions and automating recovery processes (but can also present

security risks)

> See: https://www.gov.uk/government/publications/research-on-the-

cyber-security-of-ai/cyber-security-risks-to-artificial-intelligence



https://www.gov.uk/government/publications/research-on-the-cyber-security-of-ai/cyber-security-risks-to-artificial-intelligence
https://www.gov.uk/government/publications/research-on-the-cyber-security-of-ai/cyber-security-risks-to-artificial-intelligence

On 27 December 2022, the regulation on digital operational resilience for the financial sector (also known as the “Digital
Operational Resilience Act” or “DORA”) was officially published in the EU Official Journal, resulting in the introduction of
new resilience obligations relating to technology and cyber being introduced for financial entities.

DORA includes requirements regarding how firms must manage information and communications technology (“ICT”) risk,
both within its organization and with respect to its use of any ICT third-party vendor.

ICT services are defined in broad terms in Article 3(21):

“digital and data services provided through ICT systems to one or more internal or external users on an ongoing basis,
including hardware as a service and hardware services which includes the provision of technical support via software or
firmware updates by the hardware provider, excluding traditional analogue telephone services.”

Obligations will apply from 17 January 2025. 17
JAN

2025



The 5 “pillars’ of DORA

1. ICT risk management (Chapter Il DORA)

 Set of key principles and requirements on ICT risk management framework

2. ICT-related incident reporting (Chapter Ill DORA)
¢ Harmonise and streamline reporting + extend reporting obligations to all financial entities
¢ Subject financial entities to basic testing or advanced testing (e.g. TLPTs)
¢ Principle-based rules for monitoring third-party risk, key contractual provisions + oversight framework for critical ICT TPPs

5. Information sharing

¢ VVoluntary exchange of information and intelligence on cyber threats



DORA

» Even if your firm does not operate in the EU, so the Digital Operational
Resilience Act (DORA) will not directly apply. EU clients however may need
to have assurances that the operational capabilities of a non-EU firm are
robust

» Financial sector increasingly dependent on technology / tech companies for
provision of financial services

» DORA seeks to embed resilience as key practice across financial entities in
the EU

» DORA builds on previous EU regulatory regimes by creating legal
obligations (rather than guidelines) and expands scope to cover all
technology and financial firms



DORA

» Even if your firm does not operate in the EU, so the Digital Operational
Resilience Act (DORA) will not directly apply. EU clients however may need
to have assurances that the operational capabilities of a non-EU firm are
robust

» Financial sector increasingly dependent on technology / tech companies for
provision of financial services

» DORA seeks to embed resilience as key practice across financial entities in
the EU

» DORA builds on previous EU regulatory regimes by creating legal
obligations (rather than guidelines) and expands scope to cover all
technology and financial firms



SIFMA / Bortstein Legal Group wh\e'baper o < |

cloud and regulation . g o

https://www.sifma.org/resources/general/
navigating-regulatory-challenges-in-cloud-
services-agreements/

Navigating Regulatory Challenges in Cloud
Services Agreements

Bl



https://www.sifma.org/resources/general/navigating-regulatory-challenges-in-cloud-services-agreements/
https://www.sifma.org/resources/general/navigating-regulatory-challenges-in-cloud-services-agreements/
https://www.sifma.org/resources/general/navigating-regulatory-challenges-in-cloud-services-agreements/

Use cases in market data contracts

» Vendors in market data are often reluctant to make changes, but most will accept
“nudges” on key points

» Look out for use case (and prohibitions)

» ldentify what the contract is — a contract may have many components




'

Key issue: data flows often comptex

Processors,
e.g. RIMES

Reference Data
licensor, e.g.
ISINs, LEIs

Exchange / Data

MTF distributor

Real time market data
feed, information on
trades

Clients receiving
Research, Market
Commentary, etc.

Bid / Offer

Investment Firm .

Middle & Back Office, individual -

Risk, Compliance terminal users
(Front Office)

Front Office —
applications and
desktop display

Trade
reporting

Contacts

Portfolio
valuations
Approved Client-facing [ Approved
i i Client A .
it apps / Reporting

Arrangement el e Client Mechanism
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Cloud may be seen as separate use casé )

» 0Old agreements sometimes very prescriptive on hardware

» Cloud usage may be subtly prohibited in legacy agreements

» Insert positive permission to use cloud (ideally in master agreement so that it
cascades to order forms and schedules)




-y
The order form is often the t_;p)f»th.e iceb

Bortstein Legal Group
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Structures of vendor contracts vary

Exchange and third
party source terms
incorporated by
reference

Master Agreement (sometimes groupwide,
sometimes at single entity level)

Data Usage Agreement or Usage

Master Schedule Policies .
Online portals may
include
acknowledgement of
vendor terms
Product Vendor

Schedule(s) Discretions

Multiple order forms or product schedules possible — these
are often key to understanding permitted use case



“Top Dozen” points

Pricing (and how pricing can change) Use case (especially for group
enterprises, use of Al, external usage,
how deployed)

Use and sharing of small extracts Derived Data (including reporting to

internally and externally clients/regulators as needed)

Keeping data for regulatory purposes Ability to share data with regulators and

and keeping derived data after end of their agents and under freedom of

subscription information requests

Protecting information and personal Understanding product governance

data (especially ESG and research)

Ability for vendor to change terms Information security

Audit rights (and limiting / removing Indemnity against infringement claims

them)



Some examples from practice. -_~
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1. KYC/ AML vendor: deletion of data on termination

Order form autorenewed even though vendor was in active discussions about the changes
needed for new term (often wise to get termination notice in early to prevent
autorenewal)

Authorised corporate directors use chargeable separately to issuers

Use of data by SPVs (not affiliates)

Inventory and risk data of customer belongs to SaaS provider

Packages of data sold by SaaS vendor as “one stop shop” with inadequate licences

N

o v s W




Artificial Intelligence

First Person: Jeremy Mabbitt

‘I helped cause the credit crunch’

¥ 1 .
Jeremy Mabhitt's softwsre helped crests the
complex investments that fuslled the banking
crisis © FT

As told to Maike Currie AUGUST 3 2012 [T o=

Unlock the Editor’s Digest for free

Roula Khalaf, Editor of the FT, selects her favourite stories in this weekly newsletter.

Enter your email ad

Whenever I watch those movies and documentaries about the credit crunch, -

and the endless debates about who or what caused it, I'm amazed that no one
ever mentions Galapagos. Galapagos was the software used by most investment

hanlks tn eraate the camnley investment nradnets knawm aq enllateraliced deht




Al: What is it?

» Al term first used in 1956, but entered the general vocabulary and everyday life more
recently

» Al used in trading apps in the early 2000s

» Everyone had fun with GPT and Dall-E, but now embedded in more routine office IT (Copilot,
Bing, LinkedIn)




Al: What is it?

BloombergGPT:
A Large Language
Model for Finance

L]
INTRODUCING

f\34 COPILOT

Biaquoolg

2% ChAI nsignt Q. Palantir




Definition of Al in EU Al Act .

» “Al system” means a machine-based system designed to operate with varying levels of
autonomy, that may exhibit adaptiveness after deployment and that, for explicit or implicit
objectives, infers, from the input it receives, how to generate outputs such as predictions,
content, recommendations, or decisions that can influence physical or virtual environments;




What are users’ needs?

» Use Al to stay competitive
» Save money and time

» Useful insights and data (so check derived data wording too)

» Comply with laws and regulations (including EU Al Act and privacy legislation — scope for
large penalties)




Vendors and Al

%
»
-
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MARKET DATA

CME Group Data Services
Advisory Notices

INTERNAL CONTROLS REQUIRED: USE OF CME GROUP DATA IN ARTIFICIAL INTELLIGENCE SOLUTIONS

Please note that unless otherwise defined herein in, any capitalized terms shall have the same meaning as set out in the Information
License Agreement. Please see Appendix A for a glossary of terms for purposes of this Advisory Notice.

This CME Group Data Services Advisory No on Jonuary 3

4, to remind Licensees and Subscribers to CME

Group Information {"Information’] of their obligation to maintain effective Internal Cortrols as it re Information
pursuant to CME Group's [and its Schedu
CME Group requires all Licensee Group and Subscriber Group entities to have and to maintain, at af ve Internal

ccess and

effective Internal Contraols, use an entitlement = that manages entitlerne
arnal Controls must be able to monitor and control the downstream flow of Information from each

Caontrols ond, as part of hay
distribution of Information. Int
data feed point to all applicotions, o
re that only those applicaticons, solutions, the opplicaticn users, and their Den
o the Information can do so. Access to Information that is not othe:

ent Devices within a Licensee Group or Subscriber Group entity

ication users, and re

ces that are entitled and
ned by effective Intemna

vise g

Controls is strictly prohibited

y particular attention to ens Intemnal Controls
cial Intelligence whi to Machi
arge Language Models, and generative pre-trained tronsformers [olso
Informaticn. Training of Al Sol n Models using Information must
ber Addendum, and Information Policies, including the maintaining of
to Information

ived data or

re proven and appropriat
h include, but are not lim

Licensee Group and Subscri Group entities must p
are in plac icial Intelligence and =ul

earning, [ Intelligance
known as t have occess
strictly adhe
appropriate licenses. Mereove:
i ding distribution outside the Licensee or Subscriber Group — or works derived from Information (also known as d
ia Al Solutiens, no matter the means with which an application, application user or Device calls, quer

sarning, Ganerative Arti
collectively "Al Solution:

of the ILA, Subsc:

nal Contrals are raquired to govern all downstream @

es, or

see Group or Subscriber Group's

2. Internal Controls

21. Internal Controls must m: the following requirements:

£ Count that haw

al  Account for all Uni een technically enabled to access or receive Information;

bl Provide accurate historical oudit trail information

) Generate audit trail reparts, showing software-cantralled entitlements inct administrative reparts), including activations

and da ations;

ce access with unigue ID and pa: ord combinations that are not shared;

dl Govern D

el Prevert, oridentify and count, simultanecus entitlement or access to Information, by the same unique ID and password
combination; and

f) Are used to govern Licensee ond Subscriber use of Infarmation
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What are vendors’ concerns?. -_~

-
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» Monetize additional use cases for their data
» Retain market position
» Prevent copies of their data being redistributed and used

@bc Neln ﬂurk@imes https://www.nytimes.com/2023/12/27 /business/media/new-york-times-
open-ai-microsoft-lawsuit.html

The Times Sues OpenAl and Microsoft Over A.I. Use of
Copyrighted Work

Millions of articles from The New York Times were used to train chatbots that now
compete with it, the lawsuit said.

y 2
«\:;\?

By Michael M. Grynbaum and Ryan Mad
Dec. 27, 2023

The New York Times sued OpenAl and Microsoft for copyright infringement on
Wednesday, opening a new front in the increasingly intense legal battle over the
unauthorized use of published work to train artificial intelligence technologies.

The Times is the first major American media organization to sue the companies, the
creators of ChatGPT and other popular A.IL platforms, over copyright issues associated
with its written works. The lawsuit, filed in Federal District Court in Manhattan, contends
that millions of articles published by The Times were used to train automated chatbots
that now compete with the news outlet as a source of reliable information.




Sample data vendor clauses-_.

-
-

“Client shall not use licensed Information hereunder in connection with artificial intelligence, black
box, machine learning/processing or algorithmic trading applications.”
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Sample Exchange Al Defin

Ed
> ©
-

-

* Glossary of Al terms — supplied by each Trading Venue / Exchange - to be clearly “learned” by IPUG members to define
their applications usage pattern

* Artificial Intelligence (Al): A field of computer science where computers emulate human thought and perform tasks in real-
world environments.

* Machine Learning (ML): A type of Artificial Intelligence that is used to identify patterns, make decisions, and improve
through training data and experience.

* Deep Learning: A type of Machine Learning that uses neural networks with multiple layers of neurons to model and solve
problems

* Generative Al: A type of Deep Learning whereby Models can be used to generate new content based on data used to Train
the Models, wherein the new content can include audio, code, images, text, simulations, and videos

* Large Language Model: Models that can recognize, summarize, redistribute, translate, predict, and generate text using
very large datasets

* Model: A program that is trained on a set of data to recognize patterns

* Train: A process of providing access to data to teach a Model to perceive, interpret and learn from data



Sample Exchange Al Licensing 1_~-

* IPUG Members must link the Al Definitions and their usage pattern for each
application (in ACM/ILM/MDM/FITS) with the Trading Venue/Exchange
associated licensing BEFORE engaging in the data usage...

e Use of Historical Information

* Requires effective Internal Controls to prevent unauthorized redistribution of the Information without the
appropriate license.

* Requires effective Internal Controls to prevent the distribution of any derived works of the Information
without the appropriate license.

* Use of Delayed Information
* Requires appropriate Non-Display licenses.

* Requires effective Internal Controls to prevent unauthorized redistribution of the Information without the
appropriate license.

* Requires effective Internal Controls to prevent the distribution of any derived works of the Information
without the appropriate license.



Sample Exchange Al Licensing 2_~-

* Requires appropriate Non-Display licenses.

* Requires effective Internal Controls to prevent unauthorized redistribution of the Information without the
appropriate license.

* Requires effective Internal Controls to prevent the distribution of any derived works of the Information
without the appropriate license.

* Requires effective Internal Controls including an appropriate entitlement system acceptable to the Trading
Venue/Exchange (and its auditors at a later date...) that is able to monitor and control the downstream flow of
Information to all applications, application users and Devices within a Licensee Group (See Trading
Venue/Exchange Information Policy Requirements for Entitlement Systems). The entitlement systems must
ensure that only those applications, the application users, and their Devices that are entitled and licensed to
access the Information can do so.

* Example: https://www.cmegroup.com/files/download/ai-data-services-advisory.pdf



https://www.cmegroup.com/files/download/ai-data-services-advisory.pdf

Scraping Technology Limitation -~

* Use of Scraping by IPUG members on — so called — public data displayed by exchanges
(See EDI whitepaper to SEC on historical data acquired by a Trading Venue / Exchange)

* Trading Venue / Exchange policy reminder:

* This is a reminder that scraping of data from any part of the Trading Venue / Exchange
or affiliated websites is strictly prohibited.

* Use of scraping tools including but not limited to bots, crawlers, spiders, or any other
scraping solutions to capture Trading Venue / Exchange information from the Trading
Venue / Exchange website is not allowed per Trading Venue / Exchange ’s Data Terms of
Use.

* ->|PUG members need to check it every time



i P PN].

>

Key points for deals with Al venders - = ¢*

» Will your data be used to educate a third party’s Large Language Model? (Hopefully not?)
» Will your data be protected from viewing by anyone else? (Hopefully yes !)
» Where will your data be held?

» What security measures will be in place to protect your data?

» Ownership of input, intermediate and output data




ata governance




ESG

» Seek assurance around methodology
» Audit right for customer over compliance with methodology?
» Scepticism over ESG data

» Interesting read: https://www.bloomberg.com/graphics/2021-what-is-esg-investing-msci-ratings-
focus-on-corporate-bottom-line/



https://www.bloomberg.com/graphics/2021-what-is-esg-investing-msci-ratings-focus-on-corporate-bottom-line/
https://www.bloomberg.com/graphics/2021-what-is-esg-investing-msci-ratings-focus-on-corporate-bottom-line/

Audit

» Preparation

» NDA

» Scope of audit

» Audit often based on inaccurate assumptions
» Control communications

» Protect IT staff from auditor queries

» Challenge incorrect findings
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Audit Clauses on Open Sou c‘e

» Service Usage & Open Source: (Text below extracted from the Vendor contract)

» If Vendor provides any development materials or documentation as part of the Services
(collectively,

» “Development Materials”), the Client Firm may use such Development Materials only internally for
the Client Firm’s use of the Services in accordance with this Schedule and may not

» (1) share, disclose or otherwise make available such Development Materials to any third party
and/or

» (2) use the Development Materials in any manner that would cause the Materials to become
subject to any “open source license” (i.e., a license that creates or purports to create obligations
that other software incorporated into, derived from or distributed with the licensed materials be

» (A) disclosed or distributed in source code form,

» (B) licensed for the purpose of making derivative works, or

» (C) redistributable at no charge.

» ->IPUG Members note: Open Source Third Party usage is free but access is chargeable with
some vendors
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Market Data + Se

Exchange declarations

DEUTSCHE BORSE

Search

00:23:07 CES

Real-time data

Analytics

Historical data

Home : Real-time data

Deutsche Borse spot markets

Deutsche Borse derivatives
market

Indices

Energy & Commaodities
European spot markets
Fixed income

Foreign Exchange

Digital Assets

Asian markets

Latin American markets
Trax MIFID Il APA Service

MIFID Il Disaggregated
Information Products

Data cooperations

All products at a glance
Real-time data feeds
Delayed data
Agreements

Guidelines and Policies

Data Usage Declaration

Data Usage Declaration

Providing information about Data Usage and registering with Deutsche Borse AG
is mandatory for

Customers of Deutsche Borse AG; and

Subscribers who receive Information via a data feed and/or an AP| from
Infarmation Suppliers.

Changes that affect the licensing of Information, must be updated by the
Customers or the Subscriber in MD+35 interact: hin S0 days. All other
provided information must be updated or confirmed, as the case may be, at least

once a year.

Registration for new Customers

The electronic Data Usage Declaration is available via MD+S interactive for
completion. Subscrbers ragister here:
> Datz Usage Declaration (Register)

Information for Customers of Deutsche Bérse AG

jith the General Terms and Conditions of the Market Data
Dissemination A ment, all Subscribers of a Customer wha receive Real-time
Data via a Data Feed and/or an APl and/or ather form of uncaontrolled Onward
Dissemination are required to provide information sbout their usage in MD+5
interactive. Subscribers shall be informed about this requirement in the Vendor
Service ements by the Customear. The entitlement and Cnward Dissemination

In accordance

af Infarmatinn is =ihiect tn nrinr annrowval b Nenterhe BAree AR

Contact

Market Data + Services

data services@deutzche-
boerse.com
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Any questions? 2 "'

Please feel free to contact me at : -
jhumphreyevans@blegal . .
- .

NOTICE AND DISCLAIMER: This presentation is intended to provide ‘a structure for a brief discussion of /
= o :
selected relating to market data contracts only for attendees of the IPUG Summier Seminar in June 2024,. *

I &
Market data, IT and related legal and regulatory matters are broad and com'plex’topicﬂrhis presentation is "',.
® - . . ) o \ - -
for review only and is not legal or technical advice. This presentation is theref@re neither compkehensive '.".", - -
> .’ °>

nor tailored to individual needs. Neither the presenters, IPUG nor Bortstein LLP shall beﬁable in ;n;y way O "
"

for any losses, damages or other consequences of using this.pre‘sentatiog, whifth may be incompletd o o
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inaccurate or out-of-date. You should consider obtaining appropriate commercial, IT and legal adviee vbn L4 .' L]

considering market data requirements. Please.do not copy or foffvard without permission frorﬁhe \ 3

presenters. ’ ';::._ ® e
o .
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© Bortstein LLP 2024. All rights reserved. .. .
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Biography oA

James Humphrey-Evans

James Humphrey-Evans is an established expert in the areas of outsourcing, procurement, technology,
e-commerce and governance matters, with a focus on the needs of financial services clients. Prior to joining the firm,
James was a director in the legal department of MUFG Securities, which he joined after having similar roles at
Nomura, Lehman Brothers and Barclays.

James’ extensive experience allows him to quickly bring parties to resolution on the myriad issues that typically arise
in  complex technology transactions. Over the vyears, he has provided close daily support to
in-house procurement, operations and technology teams, as well as front office business teams, assisting them in
achieving their commercial and risk management goals on numerous software, cloud, consultancy, market data, index
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